
1Prisma by Palo Alto Networks | Next-Generation CASB Base Professional Services | Datasheet

Next-Generation CASB 
Base Professional 
Services
Meeting Your Next-Generation CASB 
Security Assurance Requirements
When deploying new technology, you want to get the 
most out of your security investment and protect your 
business. This includes minimizing risk and business 
disruption as you adopt new capabilities. You must also 
ensure that your implementation follows best practices 
to maximize its value. However, you may not have the 
staff or skills in-house to give you complete confidence 
that your security investments are protecting your 
organization.

Benefits
• Expedited time to value for your 

security investments

• Accelerated capability adoption 
adhering to best practices

• Minimized risk through expert 
planning and risk mitigation at 
every step

• Confidence in the deployment 
process with quality execution and 
day-one protection



2Prisma by Palo Alto Networks | Next-Generation CASB Base Professional Services | Datasheet

Palo Alto Networks Next-Generation Cloud Access Security Broker 
(CASB) securely enables adoption of SaaS applications. Our multi-
mode Next-Gen CASB Bundle Base Service is designed specifically 
to help you with Next-Gen CASB planning and execution, delivering 
the highest level of security to protect your software-as-a-service 
(SaaS) applications. Working with your IT security teams, we help 
simplify operations by ensuring your Next-Gen CASB service safely 
enables your SaaS application adoption.
This service provides the expertise to deploy Next-Gen CASB for 
production, saving your team valuable time and effort. Knowledge 
and documentation are transferred to your team upon completion 
of the engagement. The result is a well-planned and accelerated 
deployment of Next-Gen CASB technology that adheres to best prac-
tices for securing your enterprise.
The service covers a base production deployment for SaaS Inline, 
Inline Data Loss Prevention (DLP), Data Security, and SaaS Security Posture Management (SSPM). We 
offer Professional Services to enable customers to configure and deploy Next-Gen CASB in their envi-
ronment. We provide deployment services and flexible options that best fit your needs.
The services’ objective, to be agreed upon at project kickoff, is to implement a Palo Alto Networks Next-
Gen CASB environment and provide you with the ability to:
• Start securing your SaaS applications usage and data.
• Confidently configure and deploy Next-Gen CASB in your environment.
• Equip your own resources with the necessary knowledge to successfully manage your Next-Gen CASB 

instance.

How It Works
We execute our Professional Services with consistency to deliver your desired outcomes, including 
day-one protection and capability adoption. These services are designed to be delivered remotely, but 
on-site engagements are available. All services include project management from Palo Alto Networks to 
free up your team during all steps involved in the service execution.

The services are delivered in four steps:
1. Discovery: Palo Alto Networks will conduct discovery workshops to understand the current environment 

and capture the customer requirements for the deployment in a Technical Requirements Document.
2. Configuration: Palo Alto Networks will configure the different components of the solution as per 

the documented and approved technical requirement. This includes Inline DLP, Data Security, SaaS 
Security Inline, and SSPM.

3.	 Validation: Once the configuration is complete, Palo Alto Networks will work with you to validate the 
deployment by reviewing the CASB events logs, assisting in the validation testing plan preparation, 
reviewing the testing results, and tuning the configuration as needed.

4.	 Handover	and	review: Once the implementation is complete, we’ll deliver two knowledge transfer 
sessions during which all the deployment-specific information will be shared, and any questions 
from your team on how to operate the solution will be answered. Additionally, an as-built docu-
ment will be delivered.

Outcomes
This engagement will provide you with:
• Project management to guide you from kickoff 

to wrap-up

• Expedited time to value for your Next-
Generation CASB investment

• Day-one protection based on best practices

• Confidence in the deployment process with 
quality execution

• Public cloud infrastructure based on Palo Alto 
Networks’ reference architecture

Discovery
• Conduct discovery 

workshops to understand 
the current environment.

• Identify selected options.
• Capture the deployment 

requirements.
• Create Technical Require-

ments Document (TRD).

Validation
• Review the CASB events 

logs.
• Assist in the validation 

testing plan preparation.
• Review the testing results.
• Fine-tune the configura-

tion as needed.

Configuration
• Configure solution 

components.
 – Inline DLP

– Data Security
– SaaS security Inline
– SSPM

• Configure selected 
options.

Handover and Review
• Deliver two knowledge 

transfer sessions.
• Share deployment-specific 

information in an as-built 
document.

• Address operational 
questions.

Figure 1: Deliverables provided in accordance with the services description
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Next-Gen CASB Base Professional Services Detailed Scope

Table 2: Inline Enterprise DLP

Description In Scope

Target Systems – Select from one of the following options:
• Panorama Managed NGFW
• Panorama Managed Prisma Access deployment on (Mobile Users, Explicit Proxy, or Remote Networks)
• Cloud Managed Prisma Access deployment on deployment scenario (Mobile Users, Explicit Proxy, or Remote Networks)

2
1
1

Predefined Data Filtering Patterns 50

Data Filtering Profiles 1

DLP Security Rules 1

Exact Data Matching (EDM) CLI Tool Installation 1

EDM Dataset 1

Review and Tune Case 1

Table 4: SaaS Security Posture Management

Description In Scope

Onboard SaaS Applications 1

Active/Configure Security Rule 1

Review and Tune Cases 1

Table 3: Data Security Component

Description In Scope

Onboard SaaS Applications 1

Create Asset Rules 1

Create User Activity Rules 1

Create Security Control Rules 1

Auto-Remediation Actions 1

Predefined Data Patterns in Data Profiles and Security Policies 50

Customer or Predefined Data Profiles 1

Review and Tune Cases 2

Table 1: General Deliverables

Description In Scope

Project Kickoff Document •

Baseline Project Plan with Tasks and Dependencies •

Technical Requirements Document •

As-Built Configuration Document •

Knowledge Transfer – Two (2) Knowledge Transfer Sessions; Up to Four (4) Hours Duration 2
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Ordering

To order the Next-Gen CASB Professional Services, please contact your local Palo Alto Networks partner 
or sales representative.

Table 6: SKUs: Next-Generation CASB Base Professional Services

SKU Description

PAN-CONSULT-NG-CASB-BASE CASB Bundle Base Service

Table 5: SaaS Security Inline Parameters

Description In Scope

Number of Systems: Configuration and Review – Select from one of the following options ( 1 each):
• Panorama Managed Firewall
• Standalone Firewall
• Prisma Access Instance

1

Cortex Data Lake Integration 1

SaaS Applications Review 10
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